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MINISTRY OF COMMUNICATIONS \

(Department of Telecommunications) /"\’
NOTIFICATION /~\,"\
New/Delhi, the2lstAugustiz026 /™,

G.S.R.750(E).— "Whereas; a draft of the/Telecommunications .\Identiﬁcation) Rules, 2025 was
published, as required under sub-section (1) of section 56:0f the Telecommupicdtions Act, 2023 (44 of 2023), in the
Gazette of India, Extraordinary, Part II, section 3 sub-sectioni(i), vide/notifi cation number G.S.R. 691(E), dated the
19t September, 2025, inviting objections and suggestions from all pers%_ly}ely to be affected thereby, before expiry
of the period of thirty days from the date on which cepies of the Official Gazette containing the said notification were
made available to the public; A

And whereas, copies of the saidy Officials Gazette k’v‘v@ made available to the public on the
22" September, 2025;

And whereas, objections and suggestions received &}}at period in respect of the said draft rules have been
considered by the Central Government;

Now, therefore, in exercise.of the powers ¢ m sub-section (1) and clauses (a) and (e) of sub-section
(2) of section 56 of the Telecommunications<Acty 44 of 2023), the Central Government hereby makes the

following rules, namely:— §
1

1. Short title and commencement.—(1) Thes/a.%l may be called the Telecommunications (User Identification)
Rules, 2026.

(2) They shall come into'force on the date o@blication in the Official Gazette.
2. Definitions.—(1) In these.rules, unless@mtext otherwise requires,—

(a) “Aadhaarsqumber” shall ,hﬂve)}iﬁ: same meaning as assigned to it in the Aadhaar (Targeted Delivery of
Financial and'Qther Subsidie€, Benefits and Services) Act, 2016 (18 of 2016);

(b) “Aadhaarnumberholder” sh;ﬁ have the same meaning as assigned to it in the Aadhaar (Targeted Delivery of
Financial and Other Subsidies, Benefits and Services) Act, 2016 (18 of 2016);

(c) “Aet” meanssthe Telecommunications Act, 2023 (44 of 2023);
(d) “authorised representative”, in relation to a business user, means—

(i) the whole-time members of the governing body of such business user to which the management of
affairs of such business user is entrusted; or
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(e)

¢

(2

(h)

(1)
W)
(k)

M

(m)

(n)
(o)

(i) the chief executive of such business user, who is entrusted with substantial powers of management in
respect of the whole of the affairs of that business user; or

(ii1) any other individual specifically authorised in this behalf by such governing body or chief executive;

“biometric information” means the biometrics of a user generated from live capture of face, fingerprint or
irises, or of such other biological feature as specified on the portal;

“business connection” means one or more telecommunication service connections or subscriber identity
modules therefor provided to a business user for its hona fide use;

“business user” means a user who—

(1) s a legal person constituted under applicable law, and includes a companyy/pactnership firm; limited
liability partnership, trust, co-operative society, society, Central Government Department and State
Government Department; or

(i) possesses a trade or business license or permit, by whatever name called,.issued under applicable law.

Explanation.—For the purposes of sub-clause (i) of clause (g),— ,’
(A) “Central Government Department” means a Ministry; Department, SecretaWr office

specified in First Schedule to the Government of India (Allocation of Business)/Rules, 1961 and
includes an attached office or subordinate office thereof;

(B) “co-operative society.means a society registered’ or deemed to be regi@ under any law
relating to co-operative socicties for the time being'in force in‘any State;\

¥
(©) “limited liability partnership” shall have the same ‘meaning as asSigned”to it in the Limited
Kiability Partnérship Act, 2008 (6 of 2009); &

(D) “society” means/a society registered under the Societies Regismn Act, 1860 (21 of 1860);
and )

(E). ““State.Government Department” means a Ministry, Depart@ecretaﬁat or office—

(a) specified in the'rules made by the Governor un lause (3) of Article 166 of the
Constitution of India, for the allocation of the @ess of the Government of the State;
and

/p

(b) a Department of a Unien territory Govﬁnm&ﬂ, and includes an attached office or
subordinate office thereof;

(F)  “trust” means a trust gstablished under; the Indfan Trust Act, 1882 (2 of 1882) or under any other
law for the time being in,force. '

L
“customer application form”, in relation to.a user, meaps the form made available by an authorised entity for
such user to furnish information acecompanied ’D;\Sl(l porting documents for enrolment, update of user
information or disconnection of any notified service;

X3

LY
“D-KYC process” means the process for biy etrlc'bflsed identification of a user under rule 5;
“e-KYC process” means the process for biometric based identification of a user under rule 4;

“end user” of a/business connection M the individual who uses, for the purposes permitted by the
relevant business user, the subscriber j ity module provided to such business user;

“live capture’” meanspan. image o :}Nce, or a scan of the fingerprints or irises, as the case may be,
captured in real-time, using technology capable of verifying that such image or scan is of the user who is
physically present;

L4
“notified, services” mean/s,the\@ecommunication services notified by the Central Government under sub-
section (7) of the section\3@f'the Act;

“portal™means the portal referred to in rule 11;
“point of sale” means a person providing point of sale services, who shall be—
(i), an authorised entity; or

(i1) agent, franchisee or distributor of an authorised entity and shall be a company, partnership firm,
sole proprietorship or a person possessing a licence, permit or registration, by whatever name called,
to carry on a trade or business, issued under applicable law; or
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(ii1) a person who is employed or engaged otherwise by a person referred to in sub-clause (i) or sub-
clause (ii).

Explanation.—If the point of sale is a person as referred to in sub-clause (iii), such person shall be treated
as a distinct point of sale;

(p) “point of sale services” means the services relating to one or more of the following, namely:—
(i) identification of a user to avail of notified services, including for the purpose of reverification;
(ii)) enrolment of a user to avail of notified services;
(iii) updating of user information;
(iv) distribution of subscriber identity module or user terminals;
(v) recharge and other billing activities in respect of notified services; and
(vi) disconnection of notified services of a user;

(q) “relative” shall have the same meaning as assigned to it in the Telecommunications (Authorisation for
Provision of Principal Telecommunication Services) Rules, 2026; (7

(r) “subscriber identity module” means a module, by whatever name called, available in‘ahy forfn factor, used to
store in a secure manner'a unique telecommunication identifier assigned to a user by the auth®mised entity and
the related authentication keys to.uniquely identify and authenticate such user on th ommunication
network, anddncludés a pluggable'subscriber identity module, gmbeddedisubscriber identitymodule (e-SIM),
integrated Subscriber,identity module (iSIM), virtual subscriber identity module QNy other equivalent
subscribet identity module; v

®
(s) “subscriber data regord”, in relation toan authorised/entity, means a corrhﬂgnsive repository of the
information specified in clause (b) ofisub-rule/(2) of rule 4, sub-rule (2) of ru sub-rule (6) of rule 6, sub-

rule (2) ofrule 8.and sub-rule (2) of rule 95and \
(t) “user information”jin relation.to a user, means the name, gender, date 0@, livé capture of face and such
other information of'such user as specificd on the portal.
(2) Words and expressions tused in these/rules and/met defined herein b ined in the Act or the rules made
thereunder shall have the meanings respectively assigned tojthem in the Act 0 said rules.

3. Application.—(1) These rules shall apply to verifiable biometric baged identification of users of notified services
by any authorised entity—

(a) who holds an authorisation under elause (a) of sub—sectio{ﬁ) of section 3 of the Act;

(b) who holds a license granted under section 4 of the In?i%ée raph Act, 1885 (13 of 1885) for provision of
telecommunication services ingespect of'whigh the %} e has exercised its right under sub-section (6) of
section 3 of the Act to opegdte underithe terms and gondifions of such license; or

(¢) who has migrated to the terms and conditio,ps %f&ﬂ\}\eauthorisation, under sub-section (6) of section 3 of the
Act.

(2) The authorised entity shall undertake biometricybascd identification of a user, including of a business user, in
accordance with the process specified under sub-tules (3) and (4), in the following circumstances, namely:—

(a)  Prior to enrolment of a user for a pe‘fegommunication service connection or subscriber identity module
therefor;

(b)  Prior to updating of user informﬂfi@nnder rule 6;
(c)  Prior to disconnection under mN;
(d)  Pursuantto direction for\:fsxg{}cation under rule 7.

(3) The authorised entity shall undertake the following process for biometric based identification of a user under sub-
rule (2), namely:—

(a) e-KYC process, in respect of a user who is an Aadhaar number holder; or

(b) D-KYC process, in respect of a user who is not an Aadhaar number holder or is an Aadhaar number holder
but is unable to undergo e-KYC process due to inability to authenticate live capture of face, fingerprints
and irises due to reasons such as impairment, disfigurement, injury or amputation.
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(4) If the user is a business user seeking a business connection, the authorised entity shall undertake biometric based
identification of the authorised representative of such business user, and of each end user of such business connection,
if any, in accordance with this rule:

Provided that the Central Government or its officer authorised in this behalf may, on being satisfied that it is
necessary or expedient so to do, exempt an authorised entity from undertaking biometric based identification of an end
user or a class of end users, while recording the reasons in writing.

(5) Adherence to these rules shall be one of the terms and conditions of authorisation or license held by the authorised
entity referred to in sub-rule (1).

Explanation.—For the removal of doubts, it is clarified that any failure on the part of an authorised entity to adhere to
these rules shall constitute breach of the terms and conditions of its authorisation or license, as the case may be.

4. Identification of user through e-KYC process.—(1) An authorised entity shall undertake e-KYC ,process for
identification of a user as referred to in clause (a) of sub-rule (3) of rule 3 in the manner specified under this rule.

(2) The authorised entity shall, in accordance with the orders, directions, instructions andsguidelines issued by the
Central Government from time to time,—

(a) undertake the e-K'YC process for the purposes of authentication of information of such user usmg“he e-KYC
authentication facility; and

(b) store and procgss’ the/ following details in the customer application form and subgﬁ(bs'er data record,
namely:— 4

(i) e-KYC data,, including, Aadhaarnumber, as received from the Unique Id rm,catlon Authority of
India established, under the Aadhaar (Targeted Delivery of Financial and Othﬁt Subsidies, Benefits
and Sérvices) Act,2016,(18°082016); and \'r\

(i1) »User information.

Explanation.—For the purposes of this rule, the expressions“e=K Y C authentication 1%” and “e-KYC data” shall
have the same meanings as assigned to.them in the regulations made,regarding tl@edure for authentication under
the Aadhaar (TargetediDelivery of Financial and Other Subsidies, Benefits'and Sgg s) Act, 2016 (18 of 2016).

1

5. Identification of userthreugh D-KYC process.—<(1) An anthorised entit undertake the D-KYC process for
identification of a user as referred-to in clause (b) of sub-rule(3) of rule ;..in anner specified under this rule.

(2) The authorised entity shall undertake the D-KY€,process inacco ance}wnh the orders, directions, instructions
and guidelines issued by the Central Government from time to time and s

(a) determine the class of users specified in clause (b) of s ’(f'{ule (3) of rule 3 to which the user belongs, and
shall record the same in the customer application form e&dﬁScriber data record;

L
(b) check against information contained in,_its subs %data record whether such user has previously
undergone e-KYC process, and if'so, shall obtdi Gfr&oﬂ‘l such user an undertaking that he is no longer an
Aadhaar number holder/or is unable to undergo«e C process due to inability as referred to in clause (b)
of sub-rule (3) of rule 3; ” A..,}\

(¢) undertake live capture of face alongswith c\ék;,\ion; of user information and other information as specified
on the portal;

(d) capture electronically the image of the original of one or more documents as specified on the portal, to be
presented by the user to evidence prgof of identity and proof of address;

(e) store the Anfermation captured uﬂ'd%t 1 sub-rule in the customer application form and subscriber data
record and process the same, im rdance with orders, directions, instructions and guidelines issued by
the Central.Government;

(f) undertake due diligence/fo—
(1) . satisfy itself regarding the claims relating to identity and address of the user;
(i) verify that—
(A) the live capture of face referred to in clause (¢) matches the face of the user;

(B) the image of documents referred to in clause (d) matches the original documents presented by
the user; and

(C) the live capture of face matches the image of the face that is contained in the documents
referred to in clause (d); and
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(ii1) check against information in its subscriber data record as to whether the user had previously
obtained any telecommunication service connection, and if so, undertake verification of the user
information captured under this sub-rule with such information in its subscriber data record; and

(g) adhere to such orders, directions, instructions and guidelines as specified on the portal under these rules,
including in respect of electronically verifying the information presented by or captured from the user under
this sub-rule with the databases of the authorities dealing with the preparation or maintéenance of such
documents.

(3) If a user is unable to undergo live capture of face due to reasons such as impairment, disfigurement or injury, the
authorised entity shall offer him an accessible alternative to provide other biometric information, and the provisions of
sub-rule (2) shall apply mutatis mutandis in respect of the same.

(4) The authorised entity may, regarding any claim relating to identity or address of the user under elauses (d) or (f) of
sub-rule (2), carry out checking through a field visit or take assistance of the police for verification or both¢

6. Updating of user information.—(1) Each authorised entity shall, in addition to the.other obligations under these
rules, undertake, in accordance with rule 3, biometric based identification of the user—

(a) if he seeks to replace a subscriber identity module; or 7 400
(b) if he seeks to change his name, gender or date of birth; or 07

(c) if there is change of user under'sub-rules (3) or (4). ,.\'

(2) The authorised entity shall, in addition to the biometric based identifi¢ation pursuant.te sub- ruN), also undertake
due diligence to—

(a) satisfy itself regarding the elaims relating to user information, including identit x ser and
cat1

(b) check whether thefuser information captured for biometric based“identifi matches with the user

information corresponding to‘such user in its subscribér data record.

(3) Any change,in the user of“ateclecommunication service gennection’ or sgbﬁl\lbﬂy identity module therefor
(hereinafter referredyto as “existing user’”) may/be done only.in respect.of. relativesg/r egal heirs of such user, or any
other class of users as specified on theg'portal (hereinafter referred to as “new useN,on a request made by the existing
user or new user, subject to the following, namely:— ”‘\

(a) the provision of telecommunication servigé connection or subsmbergmfntity module therefor to the new user
being treated as a new telecommunication service connection; %}

(b) fulfilment of the following conditions, namely:—

(1) submission of no objection certificatesfrom the existﬁn‘%’ﬁr and biometric based identification of both
the existing user and the new user'in accordance vyi&ksr'u &3

Provided that in,case the existingisersi u%e to fulfil any requirement under this clause due to
his incapacity, in lieu of such requirement, gs}sdical certificate shall be submitted to evidence such

incapacity; or F:

(i1) in case the existing user is deceq‘sex,ilclvbrrﬁssion of his death certificate and biometric based
identification of the new userin accord&qg@ ith rule 3:

Provided that the Central Government or itstefficer authorised in this behalf may, on being satisfied that it is
necessary or expedient so to.do, exempt or rela)faﬁ condition under this sub-rule in respect of a user or class of users,
while recording the reasons i wuriting,

(4) In case of a business connection, the amrbmo}ged entity shall explain in clear and explicit manner to the authorised
representative of the business.user conce at if there is any change in end user of such business connection, such
representative shall ensure the follov,ging,\g@mely:—

Vd

(a) the.authorised represenM@of the business user shall have the obligation to intimate such change to the
authorised entity within such period specified in this behalf on the portal; and

(b) the authorised representative of the business user shall have the obligation to ensure that the new end user
undergoes biometric based identification within the period specified in this behalf on the portal, failing
which such business connection shall be suspended by the authorised entity, till the successful undergoing
of biometric based identification by such new end user:

Provided that nothing in this sub-rule shall apply in respect of any end user or class of end users exempt under
the proviso to sub-rule (4) of rule 3.
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(5) The authorised entity may, in respect of any information given or document submitted under this rule, carry out
checking through a field visit or take assistance of the police for verification or both.

(6) The authorised entity shall update in its subscriber data record all changes made under this rule to user
information, while maintaining the old and new information along with time stamp.

7. Suspension and reverification.—(1) If it comes to the notice of the Central Government that an authorised entity
has provided any telecommunication service connection or subscriber identity module therefor to a user in violation of
these rules, the Central Government may direct such authorised entity to suspend forthwith such connection or module
and undertake biometric based identification of such user afresh, in accordance with rule 3 within'such period of time
as may be specified by the Central Government, failing which, the Central Government may direct the authorised
entity to disconnect such telecommunication service connection or subscriber identity module therefor:

Provided that any action taken under this rule shall be without prejudice to any proceedings against the
authorised entity or user or both under relevant provisions of the Act.

(2) An authorised entity shall undertake reverification through biometric based identification of a user’in accordance
with rule 3 where so required pursuant to orders, directions, instructions or guidelines issued” by the Central
Government for the purposes of ensuring proper and bona fide use of telecommunication seryvice cegnection or

subscriber identity module therefor. ./
8. Additional obligations of autherised entities.—(1) Every authorised enfity shall explain to each ofjits users, in
clear and explicit manney, the following, namely:— ,.\
(a) the duty and obligation of the userto— \
(1) providg correct information for establishing his identity at the .tin&e‘bt biometric based
identification under these rules; and \

@) ensurc compliance with clause (a) of section 29 of the Actyand n%vide false, incorrect, or
forged informationfor documents, or suppress any material infofrﬁa\ﬁon, or impersonate, while
establishing his identity; and

(1if). net resell ‘or transfer or lease his telecommunication servioeig/}nection or subscriber identity
module therefor tofany other user, save for a transfer pursuahgg) sub-rules (3) or (4) of rule 6 or
any otherrule made under the Act;and ”’\

(b) the consequences of the user not adhering'to his duties and obfl’i':gati&; including in terms of the provisions
of—

(i) section 33 of the Act, for furnishing of any false particulars, suppression of any material
information, or impersonation of another persitf,\while establishing his identity for availing of
telecommunication services; and ‘

L
(i1) clause (e) of sub-section. (3) ofssection 42@% Act, for the offence of obtaining of subscriber
identity modules or other telecommunication idéntifiers through fraud, cheating or personation.

(2) Every authorised entity shall also explain to each of its ‘h§ers, in clear and explicit manner, his duty and obligation

to— ¢ ‘“‘""\3

(a) ensure bona fide use of notified services,‘a;{dy consequences of misuse of such notified services as per

applicable law; \
(b) forthwith provideinformation to the aLMis d entity of any change in the address of such user, accompanied
by a document evidencing the pew addsgss; and

(c) forthwith provide,information to )@lhorised entity of any change to his user information, to ensure the
accuracy and integrity. of inform{i(’)' in such authorised entity’s databases, including in its subscriber data
record; .

g~

Provided that the authorisew shall duly update information provided by the user under clauses (b) and (c)
in its subscriberdata record, while maintaining the old and new information along with time stamp.

(3) Every authorised ‘entity shall obtain an explicit acknowledgement from each user in respect of sub-rules (1)
and (2).

(4) Every autherised/entity shall ensure the following, namely:—

(a) if the user information or biometric information is collected by or presented to its points of sale pursuant to
these rules, such information is transmitted in a secure manner to the relevant systems of the authorised
entity, and no such information shall be stored in physical or electronic form by its points of sale;
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(b) the obligations in respect of point of sale under the Telecommunications (Authorisation for Provision of
Principal Telecommunication Services) Rules, 2026 are adhered to by its points of sale; and

(c) the subscriber data record is operated and maintained while adhering to applicable law, including law relating
to data protection and security.

(5) Every authorised entity shall address any grievance relating to biometric based identification through the
mechanism for redressal of grievances established by it.

(6) If it comes to the notice of the authorised entity that false, incorrect or forged information or document was
presented or used, or any material information was suppressed or impersonation was done, in the course of biometric
based identification of a user, such authorised entity shall—

(a) inform the police or relevant law enforcement agency for registration of a first information report, with
requisite details, including details of such information, document or impersonation; and

(b) inform the Central Government, in the form and manner specified in this behalf on the portal, the steps taken
pursuant to clause (a).

(7) If it comes to the notice of the Central Government that the authorised entity has failed/to take actiomyunder sub-
rule (6), the Central Government may direct such authorised entity to inform the*police orirelevant lawmygnforcement
agency for registration of a first information report and may also initiate action against thatyauthori§ed entity under
Chapter VIII of the Act ogunder the texms and conditions of the license, as the case may be:

9. Disconnection at request 0f user.—(1) A user may seek disconnection of subscribed teleco@ication service
connection or subscriber identity module therefor: 5

Provided/that while accepting thersequest of the user for disconnection of subscribed telecommunication
service connection or subscriber identity moduletherefor, the authorised entity shall— ‘\Si\
3;’and

(a) tundertake biometric based identification of such user in accordance with
(b) undertake due diligence to— \
(1) satisfy itselfregarding the claims relatingste.user information, iw@g identity of the user; and

(i1) check whether thefuser information/captured for biometri«;.kt d identification matches with the
user information,corresponding to such usern its subscribe{ia record.
-~ 4

(2) Every authorised entity shall update the relevant,fields in itsisubscr ber d?ta record pursuant to any disconnection
of telecommunication service connection or subscriberyidentity modul for, while maintaining the old and new
information along with time stamp.

10. Miscellaneous.—(1) The Central Goyernmentymay, by orde@ﬁough instructions, directions or guidelines,
require that every authorised entity that undertakes biometric based identification of a user under these rules, shall
send to him an alert specifying, among other relevant details, t%f ecommunication service connection concerned or
the subscriber identity module therefor, through each of his ¢kisting telecommunication service connections or
subscriber identity modules therefor, seeking confirmationfrom’him that he is the user who had made the request in
respect of such connection or module. ” A».;x\

(2) If the response of the user to the'alert undewsub;ruléN) iszm the negative, the authorised entity shall forthwith and
till it has ascertained relevant facts and taken apn%ﬁtg,action for closure, take the following measures, namely:—

(a) in case the alert was sent in connection with*enrolment of a user for a telecommunication service connection
or subscriber identity module therefor, suspend the telecommunication service connection concerned and the
subscriber identity module thetefor; \

~

(b) in case the alert was,sent in connet‘h‘q{; with biometric based identification under sub-rule (1) of rule 6,—
(1) under clause (a) thereef, suépend the subscriber identity module concerned;

(i)  under clause (b) WSe (c) thereof, restore the user information in the subscriber data record if it
has beenupdated orchanged, or otherwise keep in abeyance update or change of the same; and

(¢)/in case the alert was sent in connection with biometric based identification under rule 9, restore the
telecommunication service connection or subscriber identity module therefor if it has been disconnected, or
otherwise keep in abeyance the request for such disconnection.

(3) The Central Government may, for the purposes of giving effect to these rules, issue orders, directions, instructions
or guidelines not inconsistent with the Act or these rules, including in respect of—

(a) storage and maintenance of user information by authorised entities, individually or collectively, in a
confidential, secure, non-repudiable and immutable manner; and
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(b) performance of functions and actions by authorised entities to ensure that user information is identifiable,
distinguishable and recordable.

(4) Every authorised entity shall implement appropriate technical and organisational measures for providing necessary
assistance to its users while undertaking biometric based identification in accordance with these rules.

(5) An authorised entity shall, when called upon to do so by the Central Government or any agency authorised by it in
this behalf, provide such information regarding implementation of these rules, including in respect of any instance of
failure of biometric based identification undertaken under these rules as the Central Government or such agency.may
specify.

(6) Every authorised entity shall, within a period of three months from the date of coming into forceref these
rules, take appropriate technical and organisational measures, and establish necessary infrastructure for effective
observance of these rules:

Provided that the Central Government may, after assessing the state of preparedness of the authorised entities
for implementation of such measures, if it considers it necessary in public interest, extend the said period for a further
period not exceeding three months.

11. Digital implementation.—The Central Government may, in furtherance of.section 53 of the Act, gatify one or
more portals for digital implementation of these rules, including for providing’any form, list of proof,ofd¢tntity and
proof of address documents, manner, order, direction, instruction or guideline to be specified under thé{(y}]les.

Q

s\
. ,{{Zb. 24-09/2025-UBB]
DEVE UMAR RAL Jt. Secy.

\
/l“ Q

4

ﬂ\j

Uploaded by Dte. of Printing at Government of India Press, Ring Road, Mayapuri, New Delhi-110064
and Published by the Controller of Publications, Delhi-110054. S & :




