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Circular
  Sub:- Strengthening Cybersecurity Practices in the Department – Comprehensive

Guidelines for Preventing Data Breach and Unauthorized Access – Reg.
 
   The Department of Agriculture Development & Farmers’ Welfare increasingly relies
on digital platforms for service delivery, beneficiary management, financial transactions,
and interdepartmental communication. As we expand our digital footprint through
platforms like AIMS, KATHIR, and mobile applications, the risk of cyber threats, data
breaches, and unauthorized intrusions has grown significantly.

   Based on the recent cyber security breaches reported in various sub-offices of this
Department, this circular is issued to ensure a uniform, Department-wide
cybersecurity policy and to mandate the implementation of robust security practices
across all subordinate offices, Krishi Bhavans, and other institutions.

Cyber Threat Landscape and Need for Vigilance

The department has noted emerging risks such as:

Unauthorized access to portals using weak or shared credentials.

Use of unsecured devices for data entry or communication.

Increased phishing attempts impersonating official accounts.

Potential data leaks due to lack of awareness and storage vulnerabilities.

   Such incidents could compromise sensitive beneficiary data, disrupt workflows, and
lead to legal as well as reputational consequences. It is therefore, imperative that all
personnel are made aware of their cybersecurity responsibilities.

Password and Account Management

All user accounts must have strong, unique passwords (minimum 8 characters,
including uppercase, lowercase, number, and special character).

Do not share login credentials or OTPs with colleagues or outsiders.

Set up two-factor authentication (2FA) wherever available.

Immediately report compromised or inactive accounts to the Chief Information
Security Officer/Deputy Director- IT or State IT Helpdesk at Directorate.
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Log out from all applications after use, especially on shared systems.

Passwords and User ID shall not be publicly displayed in any part of office
premise.

Device and Network Security

Use only official/government-provided desktops, laptops, or mobile devices for
Departmental work.

Install and regularly update anti-virus software on all required systems.

Disable USB ports in common-use systems where not required.

Ensure use of secured (WPA2/WPA3) Wi-Fi networks ; avoid connecting to
public or unsecured networks.

Block unauthorized hardware or pen drives that could be a vector for malware.

Email and Communication Etiquette

U s e official email accounts (Gov mail) only for Department-related
communication.

Verify sender identity before opening attachments or clicking links.

Be cautious of emails requesting urgent actions or financial transactions.

Do not forward internal documents or credentials over unsecured channels.

Data Handling, Storage, and Transfer

All official data must be stored only in Department-authorized platforms such as
Gov Drive or official backups.

Never store beneficiary data, financial records, or Aadhaar-linked
information on personal or office devices.

Periodically backup critical files using gov drive or office-based storage facility.

Ensure end-to-end encryption if transferring files over the internet.

Use of Software and Applications

Install only authorized and licensed software. Freeware and pirated tools are
strictly prohibited.

Avoid use of third-party applications or browser plugins that require elevated
permissions.

Seek IT cell consultation before installing new tools even for internal use.
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Legal and Regulatory Compliance

All officers must be aware of and adhere to:

Information Technology Act, 2000

Digital Personal Data Protection Act, 2023

GIGW (Guidelines for Indian Government Websites)

Kerala State IT Policy Guidelines

Any breach resulting from negligence, improper handling of digital systems, or
deliberate data sharing may result in disciplinary action under existing
government service rules.

Cybersecurity Awareness and Reporting Protocol

All offices shall designate a Cyber Hygiene Officer (preferably IT-competent
staff) to coordinate with the State IT Cell in case of cyber security breach
incidents.

A cyber hygiene checklist will be circulated for compliance reporting once in 3
months.

Any suspected security incident, phishing attack, system compromise, or data
breach must be reported within 24 hours to:

Chief Information Security Officer/Deputy Director- IT
(ddait.agri@kerala.gov.in)

State IT Helpdesk (itdivision.agri@kerala.gov.in)

Delay in reporting may worsen the impact and result in accountability implications.

Monitoring and Review

Offices are instructed to maintain a register of digital assets (systems, login IDs
(Not Passwords), email accounts, software licenses).

Internal audits may be conducted by office heads to assess the level of compliance.

   Cybersecurity is not merely a technical requirement, but a shared responsibility. All
officers and staff are directed to treat this matter with utmost seriousness and enforce the
above directions with immediate effect. Digital trust and system integrity are crucial for
serving our farmers effectively in the digital age.

   If find an infected system in your office, the critical first step is to isolate the infected
computer immediately by disconnecting it from the internet and any networks
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(unplugging the Ethernet cable and disabling Wi-Fi).

   Any suspected security incident, phishing attack, system compromise, or data breach
must be reported within 24 hours. This report should be made to the Chief Information
Security Officer/Deputy Director- IT (ddait.agri@kerala.gov.in / 9383470025,
9383472662) and the State IT Helpdesk (itdivision.agri@kerala.gov.in  ). It is
emphasized that delay in reporting a security incident may worsen its impact and could
lead to accountability implications.

   For queries or support, kindly contact the IT Cell at the Directorate.

SAPNA.S
ADDITIONAL DIRECTOR OF AGRICULTURE(EXT)

For Director of Agriculture
Copy to: All Sub Offices under Department of Agricultural Development and Farmers

welfare. 
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